VGRS Response to ICANN-Delete List Discussion

I have monitored the discussion on the ICANN-Delete List for the past few weeks with only minor direct participation so that there would be some time for registrars and other interested parties to discuss various options.  At the same time I started to involve VGRS operations, business and legal teams so that they could begin to evaluate the possible ideas that were being discussed.  The purpose of this document is to summarize the comments and concerns that key VGRS staff members have expressed.

Three Options

It seems to me that there are basically three options that are currently on the table:

1. The Tonkin/Rader proposal

2. The parallel registry

3. Continuation of the “temporary” solution currently implemented by VGRS.

It is my opinion that none of the three options is a complete solution to the problem.  Various participants on the list have pointed out limitations of each of the three options and I will not repeat those here.

Root Cause Analysis

The following opinions come from one of our operations analysts who has been closely involved with the deleted names issue from inception:

· The law of supply & demand is not accommodated in the current manner by which deleted names are made available for registration because names are offered at a fixed price with limited access.

· Business models involving registrar warehousing and speculation involving deleted names are ad-hoc.  There is no structure to the warehousing industry – no mechanism for registrants to determine if a name is in fact available for resale.  This drives people to extremes in behavior.

· There is no fee or penalty for read-only or maintenance usage of the SRS.  The original SRS was designed for the classical registration needs by registrants (OLTP), but it is being used with automated processes that it was not designed to support.

· In the current system, the only means available to gain a competitive advantage are to race or mount a denial of service attack.

Operational Considerations

One of the points made on the list was the following: if the NSI Registrar would stop deleting huge amounts of names in a batch, the problem would be eliminated.  Mark Gathje, VGRS Director of Registry Systems, one who has been closely involved with this issue from the beginning, believes that the real issue is the amount of interest in a particular name (or set of names), regardless of the volume.  When executing a batch against a list of names, a smaller number of names simply means the list will be repeated with more frequency--the spike in volume will be the same.  As more registrars begin to play in this business, even with regular deletes, this problem would get worse.  Mark Rippe, VGRS VP of Registry Technical Operations, recognizes that “the mass deletes outside the normal cycle may have been the beginning of the problem, but they are no longer the main cause of the problem. If that were true, why would some registrars be slamming us 7x24?  The reason, I believe, is that they know names deleted in the grace periods become available immediately, and in order to have the best chance of getting them, they run non-stop batch jobs all the time.  Any long-term solution should take this into account as well, and not just deal with the mass deletes.”

Mark Rippe is concerned that any solutions that place re-registrations in a time-box will tend to concentrate registration activity in short windows and therefore aggravate the problem; this includes the current “temporary” solution where registrations have to be completed as soon as possible after a name is deleted.  Anything that can be done to handle re-registrations in a way that is not restricted in time will be a better long-term solution.

From an operational point of view, it is important that any solution address the issues of registrations deleted during grace periods and registrations deleted during the regular registration life cycle of a name.  Currently, names deleted during grace periods or before a registration expires immediately become available and that's part of the problem.  As already noted, that appears to be why some registrars have caught onto that and are now slamming us 24x7.  All deleted registrations, regardless of their timing, need to be included if we are to reduce the overhead and expense of managing the current DOS attack that we are sustaining everyday.
Legal Concerns

The VeriSign legal team has expressed concern about any solution that looks like a lottery.  The random distribution process proposed as part of the Tonkin/Rader proposal will require VGRS to clearly demonstrate a truly random process.  Moreover, there will be all kinds of perceptions that certain registrars always seem to get the best names.  This will cause a lot of criticism, and we would be put on the defensive.  Many regularly look for ways to vilify VeriSign; we are really not interested in providing a new opportunity.

The Tonkin/Rader proposal only allows one pre-registration per name per registrar.  As others pointed out on the list, this would quite likely result in registrants attempting to get the same name through different registrars.  That would add a new wrinkle to the process and it would not be easy to control such activities even if we wanted to.

Because the Parallel Registry proposal could involve a third party, it would be critical to ensure that there are no proprietary rights associated with third party software that would cause problems for registrants, registrars or VGRS.  I am assuming that it would be VGRS’ decision to decide whether to build such a system internally or to contract pieces out, but in either case, it would be the responsibility of VGRS to ensure that this is not a problem.

Financial Analysis

All three solutions require significant increases to VGRS costs.  The Tonkin/Rader proposal and the parallel registry both would require new software development and new systems deployment and neither can gracefully use the existing logic built into the RRP.  To implement either or both would require staff time to engineer, implement, test and operate the solution(s).  There could be requirements for new hardware, hardware upgrades, new software and/or software modifications.  Without fairly extensive efforts, it is not possible to estimate costs with any degree of reliability, but it seems clear that the costs would be far from trivial, especially if we want to ensure quality and reliability that all of our businesses require.

As pointed out previously with regard to the solution presently in operation, we have gone from 25M transactions per day to 100M transactions per day, with peaks of over 150K transactions per minute. It takes a lot of horsepower to be able to sustain that kind of system load. We have had to upgrade existing servers, increase the memory in existing servers, increase the number of application servers and gateways to provide more sessions, perform engineering and development to increase the capacity of the current software to avoid purchasing even more hardware than we did.  Additional load balancing and quality-of-service hardware has been deployed as well.  We also had to come up with new solutions for session and traffic management. I don't know exactly how much money it has cost us to support this kind of system load, but you have to look at new hardware, hardware upgrades, software modifications, and the staff time to engineer, implement, and operate the solution.  It's not cheap. This is not a couple of MS IIS servers running SQL. The CPU and memory upgrades alone are hundreds of thousands of dollars. It's a large amount of money to support a business model that is basically a legalized DOS attack.

All three options do involve cost increases for VGRS, but this does not mean they should not be considered.  The key for VGRS is to be able to recoup the costs incurred and earn a reasonable return on the added investment for our shareholders.  List discussions regarding two of the options (parallel registry and the current “temporary” solution) involved suggestions of fees and therefore could possibly provide a means of accomplishing VGRS’ objective.

Policy Issue

From VGRS’ point of view, the simpler policy is the better.  I think that the first-come, first-served policy has worked very well over the years.  It has been implemented in the SRS in a very effective manner that to date has not generated any disputes.  I personally find some of the other policy approaches (e.g., random selection, lottery) to be interesting, but they all seem to add complexity that leaves the registry and even registrars more vulnerable to disputes.

Root Cause Analysis of the Three Options

Here is my analysis of the three proposals based on the root cause analysis provided at the beginning of this document.

	Proposal
	Law of Supply & Demand?
	Structure for Registrants?
	Fits SRS Design?
	Incentive to Race?

	Tonkin/Rader
	No
	?
	No
	No

	Parallel Registry
	Yes
	Yes
	No
	No

	Current Temp.
	No
	?
	Yes
	Yes


Because names are offered at a fixed price with limited access in the Tonkin/Rader and Current Temporary options, it does not appear that they allow the market principles of supply and demand to work freely.  In contrast, it appears that the Parallel Registry could be implemented in such a way that registrars would be free to offer the service at whatever price they felt the market could bear.

I haven’t seen anything that shows me any kind of structure that would benefit registrants in the Tonkin/Rader and Current Temporary option, but it seems like it might be possible for registrars to create such a structure.  It might not be the same for all registrars, but that is probably good for competition.  As I understand the Parallel Registry, it does seem to provide a mechanism for registrants to participate in a fairly standard way across all participating registrars.

None of the options fit the SRS as it was originally designed.  In the case of the Current Temporary solution, efforts to conform that solution to the SRS have already been done.  In the other two cases, considerable development work would need to be done by VGRS.

In the Current Temporary solution, the only means available to gain a competitive advantage is to race.  The Tonkin/Rader and Parallel Registry proposals seem to deal with this issue.

Concerns about the Three Options

Based on the discussion provided above in the Operational Considerations section, the Legal Concerns section, the Financial Analysis section and the Policy Issue section, here is a summary of the concerns that VGRS has with regard to the three options:

1. The Tonkin/Rader proposal

· In its present form it doesn’t deal with names deleted before the registration has expired or names deleted during the grace period.  I don’t see this as a serious drawback because it might be able to be fixed.

· It requires action on the part of registrars within a narrow, fixed amount of time (time-box) thereby compressing the use of registry resources into that time-box.

· The random distribution approach introduces added complexity and creates new possibilities for disputes that could be quite difficult to resolve.

· The possibility of registrants attempting to get the same name through different registrars would provide a way to game the system, one that would be quite difficult to manage.  This could happen (and maybe already does happen) in the Current Temporary solution, but there it is still on a first-come, first-served basis so it does not have the complications of the random selection process.

· VGRS would incur considerable development, implementation, testing and ongoing operational costs and in its current version there is no way to recoup those costs.

· Policy would be more complicated in this proposal and hence harder to enforce and defend in case of disputes.

2. The parallel registry

· VGRS would incur considerable development, implementation, testing and ongoing operational costs.

· There may be the possibility of proprietary software rights if a third party was involved in offering this solution.

· This solution does not solve the problem for all deleted names, only for those that are back ordered.

3. Continuation of the “temporary” solution currently implemented by VGRS.

· In its present form it doesn’t deal with names deleted before the registration has expired or names deleted during the grace period.  I don’t see this as a serious drawback because it might be able to be fixed.

· It requires action on the part of registrars within a narrow, fixed amount of time (time-box) thereby compressing the use of registry resources into that time-box.

· VGRS has already incurred considerable development, implementation, testing, and operational costs and will continue to incur ongoing operational and maintenance costs above.

Conclusion/Recommendation
As pointed out at the beginning of this document, I do not believe that any of the solutions solves the entire problem by itself.  But it does seem that, provided certain concerns were effectively dealt with, a combination of the Parallel Registry with one of the others might be able to provide the best long-term solution.

Considering the root cause analysis and the concerns listed above for each of the three options, I would be willing to recommend that VGRS consider implementing the Current Temporary solution and the Parallel Registry together under these conditions: some sort of fee schedule can be developed for those who want to participate in the batch pool, issues with regard to proprietary rights can be satisfactorily resolved, and the Parallel Registry be offered as a new optional service to all registrars with a separate pricing structure that will allow registrars and VGRS to build a business models that meet their individual needs.  These two options in tandem provide the following advantages in my mind:

· They provide a mechanism for dealing with all potential deleted names.

· At least in the case of the Parallel Registry, there is no restriction to a narrow time-box.

· The first-come, first-served policy is maintained, thereby minimizing the chances for disputes for registrars and VGRS and also simplifying enforcement of the policy.

· There is a cost-recovery mechanism and  a new source of revenue for registrars and VGRS while at the same time meeting a market demand.

It is my opinion based on the operational, legal, financial and policy concerns communicated above that the Tonkin/Rader proposal is not one that VGRS would be willing to implement.  I am not closed to further discussion, because I understand that my analysis and conclusions are not perfect, but it is important for all of us to move forward soon, so that we can work toward a solution as soon as possible.

As soon as we have a reasonable amount of closure, I will be happy to request ICANN’s more direct involvement regarding what steps all of us need to take next and I will also request that VGRS personnel do a more thorough analysis of the recommended solutions so that an estimated timeframe could be mapped out.

Finally, I recognize that there are still plenty of unanswered questions and lots of work to be done to implement whatever is decided.  One question that I probably should address here is this: what would happen between now and when a new solution or new solutions are implemented?  Provided the final implementation can occur by year-end or soon thereafter, I would be willing to recommend that VGRS continue to support the current “temporary” solution without fees until such time as a reasonable fee structure could be put in place to participate in the batch pool.  And I would expect that we (registrars and VGRS) would work together to explore such a fee structure.

Please accept my apologies for such a long document.

Chuck Gomes
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